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Abstract-In an increasing number of security threats, it is a 
severe challenge to protect target system, developing flexible 
and adaptive security oriented approaches against malicious 
activities in network. Intrusion detection is the act of detecting, 
monitoring unwanted activity and traffic on a network or a 
device, which violates security policy.This paper begins with a 
review of the most well-known anomaly based intrusion 
detection techniques. AIDS is a system for detecting computer 
intrusions, type of misuse that falls out of normal operation by 
monitoring system activity and classifying it as either normal 
or anomalous. It is based on heuristics or rules of artificial 
intelligence and neural networks techniques, rather than the 
pattern or signature. This is opposed to signature based system. 
Finally, dealt with wide anomaly based intrusion detection 
issue on assessment. 
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I. INTRODUCTION 
 

Intrusion detection is the process of monitoring the events 
occurring in a computer system or network and analysing them 
for signs of possible incidents, which are violations or 
imminent threats of violation of computer security policies, 
acceptable use policies, or standard security practices [1]. 
Intrusion Detection Systems (IDS) are security tools that, like 
other measures such as antivirus software, firewalls and access 
control schemes, are intended to strengthen the security of 
information and communication systems.CIDF (“Common 
Intrusion Detection Framework”), a working group created by 
DARPA in 1998 and integrated within IETF in 2000 and 
adopted the new acronym IDWG (“Intrusion Detection 
Working Group”), defined a general IDS architecture based on 
the consideration of four types of functional modules. 

  FIG (1.1) CIDF Architecture 

 
Event Boxes: 
It is composed of sensor elements that monitor the target 
system. 
Database Boxes: 
Store information for subsequent processing by analyze and 
response boxes. 
Analysis Boxes: 

Processing modules for analyzing events and detecting 
potential hostile behavior, so that some kind of alarm will be 
generated if necessary. 
 Response Boxes: 
Main function of the block is the execution. 
 

II. COMPARISON WITH FIREWALLS 
 

They both relate to network security; an Intrusion Detection 
System (IDS) differs from a firewall. Firewalls limit access 
between networks to prevent intrusion and do not signal an 
attack from inside the network. An IDS evaluates a suspected 
intrusion once it has taken place and signals an alarm. An IDS 
also watches for attacks that originate from within a system. 
This is traditionally achieved by examining network 
communications, identifying heuristics and patterns (often 
known as signatures) of common computer attacks, and taking 
action to alert operators. A system that terminates connections 
is called an intrusion prevention system (IPS), and is another 
form of an application layer firewall. 

 
III.  ANALYSIS MODELS 

 
The Security implementation is achieved by two phase, namely  
 Behavioural Analysis 
 Knowledge Analysis  
3.1. Behavioural Analysis: 
Two types of behaviour, 
 User Behaviour: 
Using this method, we need to recognize expected behaviour 
(legitimate use) or a severe behaviour deviation. The network 
must be correctly trained to efficiently detect intrusions. 
 Node Behaviour: 
The most common approach intrusion detection is to detect 
anomalies. The idea behind this approach is to measure a 
“baselines” of such as CPU utilization, disk activity, user 
logins, and file activity. It can detect the anomalies without 
having to understand the underlying cause behind the 
anomalies. 
 
3.2. Knowledge Analysis: 
Using this kind of intrusion detection is that we can add new 
rules without modifying existing ones. It is nothing but the set 
of rules which is formed from previous attacks. 
 

IV. IDS TECHNOLOGIES 
 

Several types of IDS technologies exist due to the variance of 
network configurations. Each type has advantages and 
disadvantage in detection, configuration, and cost. 
 Network-Based Detection System 
 Wireless Detection System  
 Network Behaviour Anomaly Detection  
 Host-Based Detection System 
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4.1. Network-Based Detection System: 
A Network Intrusion Detection System (NIDS) is one common 
type of IDS that analyzes network traffic layers of the Open 
Systems Interconnection (OSI) model and makes decisions 
about the purpose of the traffic, analyzing for suspicious 
activity. It monitors network traffic for particular network 
segments or devices and analyzes the network and application 
protocol activity to identify suspicious activity. It is most 
commonly deployed at a boundary between networks, such as 
in proximity to border firewalls or routers, virtual private 
network (VPN) servers, remote access servers, and wireless 
networks. 
 
4.2. Wireless Detection System: 
A wireless local area network (WLAN) IDS is similar to NIDS 
in that it can analyze network traffic and wireless-specific 
traffic, including scanning for external users trying to connect 
to access points (AP) and WLAN IDSs built into APs. As 
networks increasingly support wireless technologies at various 
points of a topology, which monitors wireless network traffic 
and analyzes its wireless networking protocols to identify 
suspicious activity involving the protocols themselves. WIDS 
will play larger roles in security. Many previous NIDS tools 
will include enhancements to support wireless traffic analysis. 
It cannot identify suspicious activity in the application or 
higher-layer network protocols.  
 
4.3.  Network Behavior Anomaly Detection System: 
Network behavior anomaly detection (NBAD) views traffic on 
network segments to determine if anomalies exist in the 
amount or type of traffic. NBAD examines network traffic to 
identify threats that generate unusual traffic flows, such as 
distributed denial of service (DDoS) attacks, certain forms of 
malware (e.g., worms, backdoors), and policy). NBA systems 
are most often deployed to monitor flows on an organization’s 
internal networks, and where they can monitor flows between 
an organization’s networks and external networks. 
 
4.4. Host-Based Detection System: 
HIDS comprises sensors that are located on servers or 
workstations to prevent attacks on a specific machine. A HIDS 
can see more than just network traffic and can make decisions 
based on local settings, settings specific to an OS, and log data. 
The sensor, or agent, is located on or near a host, such as a 
server, workstation, or application service. The event data is 
sent to logging services to record the events and possibly 
correlate them with other events.HIDS agents can be placed on 
numerous host types. HIDS sensors can monitor servers, client 
hosts, and application servers. A server is typically a computer 
dedicated to running services in which clients connect to, send, 
or receive data, such as Web, email, or FTP servers. A client 
host is the workstation, such as a desktop or laptop, in which a 
user can connect to other machines. Because each host operates 
a different OS or service, the types of attacks that will affect 
the machines are specific to these machines. The HIDS sensor 
monitors the machine, not solely the network traffic, the agent 
must be placed on the host as a piece of software. Logically, it 
is placed in a similar manner to that of a NIDS sensor, between 
the asset and outside network.  

 
V.  INTRUDERS DETECTION TYPES 
 

Signature-Based Detection 
A signature is a pattern that corresponds to a known threat. 
Signature-based detection is the process of comparing 
signatures against observed events to identify possible 
incidents. IDS can use signature-based detection or misused- 
based, relying on known traffic data to analyze potentially 
unwanted traffic. This type of detection is very fast and easy to 
configure. However, an attacker can slightly modify an attack 
to render it undetectable by a signature based IDS. Still, 
signature-based detection, although limited in its detection 
capability, can be very accurate. 
Anomaly-Based Detection 
IDS that looks at network traffic and detects data that is 
incorrect, not valid, or generally abnormal is called anomaly-
based detection. It is a system for detecting computer 
intrusions, type of misuse that falls out of normal operation by 
monitoring system activity and classifying it as either normal 
or anomalous. 
This method is useful for detecting unwanted traffic that is not 
specifically known. For instance, anomaly-based IDS will 
detect that an Internet protocol (IP) packet is malformed. It 
does not detect that it is malformed in a specific way, but 
indicates that it is anomalous. 
Stateful Protocol Inspection 
Stateful protocol inspection is similar to anomaly based 
detection, but it can also analyze traffic at the network and 
transport layer and vender-specific traffic at the application 
layer, which anomaly-based detection cannot do. It is the 
process of comparing predetermined profiles of generally 
accepted definitions of protocol activity for each protocol state 
against observed events to identify deviations. The “Stateful” 
in Stateful protocol analysis means that the IDS is capable of 
understanding and tracking the state of network, transport, and 
application protocols.  
 

VI.   SIGNATURE-BASED DETECTION VS 
ANOMALY-BASED DETECTION 

 
Depending on the type of analysis carried out (Analyze blocks 
in Fig. 1), intrusion detection systems are classified as either 
signature-based or anomaly-based.  
Signature-based detectors (also denoted as misuse-based) seek 
defined patterns, or signatures, within the analyzed data. For 
this purpose, a signature database corresponding to known 
attacks is specified a priori. On the other hand, anomaly-based 
detectors attempt to estimate the ‘‘normal’’ behavior and 
generate an anomaly alarm whenever the deviation between a 
given observation at an instant and the normal behavior 
exceeds a predefined threshold. Another possibility is to model 
the ‘‘abnormal’’ behavior of the system and to raise an alarm 
when the difference between the observed behavior and the 
expected one falls below a given limit. 
The main differences between these methodologies are 
inherent in the concepts of ‘‘attack’’ and ‘‘anomaly’’.  
 An attack can be defined as ‘‘a sequence of operations that 

puts the security of a system at risk’’.  
 An anomaly is just ‘‘an event that is suspicious from the 

perspective of security’’ 
 

6.1. Signature-Based Intrusion Detection System: 
Most intrusion detection systems (IDS) are what are known as 
signature-based. This means that they operate in much the 
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same way as a virus scanner, by searching for a known identity 
- or signature - for each specific intrusion event. And, while 
signature-based IDS is very efficient at sniffing out known of 
attack, it does, like anti-virus software, depend on receiving 
regular signature updates, to keep in touch with variations in 
hacker technique. 
Signature based IDS can only ever be as good as the extent of 
the signature database, two further problems immediately arise. 
(i) Firstly, it is easy to fool signature-base solutions by 

changing the ways in which an attack is made. 
(ii) Secondly, the more advanced the signature database, 

the higher the CPU load for the system charged with 
analyzing each signature (beyond the max bandwidth 
packets may be dropped). 

And, because of the hackers' tendency to continually test and 
probe, it is only a matter of time before they discover a way 
around even the most sophisticated signature-based intrusion 
detection systems. 
 
6.2. Anomaly - Based Intrusion Detection System (AIDS): 
Any organization wanting to implement a more thorough - and 
hence safer - solution, should consider what we call anomaly-
based IDS. Anomaly testing requires more hardware spread 
further across the network than is required with signature based 
IDS. This is especially true for larger networks and, with high 
bandwidth connections, it is therefore necessary to install the 
anomaly sensors closer to the servers and network that are 
being monitored.Anomaly-based intrusion detection triggers an 
alarm on the IDS when some type of unusual behaviour occurs 
on your network. This would include any event, state, content, 
or behaviour that is considered to be abnormal by a pre-defined 
standard. Anything that deviates from this baseline of “normal” 
behaviour will be flagged and logged as anomalous. “Normal” 
behaviour can be programmed into the system based on offline 
learning and research or the system can learn the “normal” 
behaviour online while processing the network traffic. 
Anomaly-based intrusion detection, on the other hand, takes a 
more generalized approach when looking for and detecting 
threats to your network. A baseline of “normal” behaviour is 
developed, and when an event falls outside that norm, it is 
flagged and logged. The behaviour is a characterization of the 
state of the protected system, which is both reflective of the 
system health and sensitive to attacks. In this context, an 
anomaly-based method of intrusion detection has the potential 
to detect new or unknown attacks. Like the signature-based 
method, however, anomaly-based intrusion detection also 
relies on information that tells it what is normal and what isn’t. 
This is called a profile, and it is key to an effective anomaly-
based intrusion detection system. 
 
6.2.1. Some examples of anomalous behaviour include: 
 HTTP traffic on a non-standard port, say port 53 
 Backdoor service on well-known standard port, e.g., peer-

to-peer files sharing. 
 A segment of binary code in a user password 
 Too  much UDP compared to TCP traffic 
 A greater   number of bytes coming from an HTTP 

browser than are going to it. 
 

6.2.2. Anomaly-based intrusion detection is useful for 
detecting these types of attacks: 
 New buffer overflow attacks 

 New exploits 
 Variants of existing attacks in new environments (e.g., 

worms using different file names as they propagate) 
 Intentionally stealthy attacks (e.g.,  to transform a shell 

code) 
 

VII. AIDS TECHNIQUES 
 

According to the type of processing related to the 
‘‘behavioural’’ model of the target system, anomaly detection 
techniques can be classified into three main categories. 
 
7.1. Statistical-based AIDS techniques 
In the Statistical-based AIDS, the behaviour of the system is 
represented from a random viewpoint. 
 Univariate  models (independent Gaussian random 

variables) 
 Multivariate models (correlations among several metrics) 
  Time series (interval timers, counters and some other 

time-related metrics) 
Pros and Cons: 
Prior knowledge about normal activitynot required. 
Accurate notification of malicious activities 
Susceptible to be trained  by attackers. 
Difficult setting for parameters and metrics. 
Unrealistic quasi-stationary Process assumption 
 
7.2.  Knowledge-based techniques 
In the Knowledge-based AIDS techniques try to capture the 
claimed behaviour from available system data (protocol 
specifications, network traffic instances, etc.). 
 Finite state machines (states and transitions) 
 Description languages 
 Expert systems (rules-based classification) 
Pros and Cons: 
Robustness.  
Flexibility and scalability  
Difficult and time-consuming  
 
7.3. Machine learning-based AIDS schemes 
In the Machine learning AIDS schemes are based on the 
establishment of an explicit or implicit model that allows the 
patterns analyzed to be categorized. 
 Bayesian networks (probabilistic relationships among 

variables) 
 Markov models (stochastic Markov theory) 
 Neural networks (human brain foundations) 
 Fuzzy logic (approximation and uncertainty) 
 Genetic algorithms (evolutionary biology inspired) 
 Clustering and outlier detection (data grouping 
Pros and Cons: 
 Flexibility and adaptability. 
 High resource consuming. 
 Capture of interdependencies. 
 High dependency. 
 

VIII. ASSESSMENT 
 

Two key aspects concern the evaluation, and thus the 
comparison, of the performance of alternative intrusion 
detection approaches: these are the efficiency of the detection 
process, and the cost involved in the operation. Without 



Integrated Intelligent Research(IIR)                                           International Journal of Communication and Networking System                                       
Volume: 02 Issue: 01 June 2013,Pages No.4-7     

                                                                                                                                                                                     ISSN: 2278-2427 

7 

underestimating the importance of the cost, at this point the 
efficiency aspect must be emphasized.  
False Positives and Negatives 
Four situations exist in this context, corresponding to the 
relation between the result of the detection for an analyzed 
event (‘‘normal’’ vs. ’’intrusion’’) and its actual nature 
(‘‘innocuous’’ vs. ‘‘malicious’’). These situations are:  
 false positive (FP), if the analyzed event is innocuous (or 

‘‘clean’’) from the perspective of security, but it is 
classified as malicious; 

  true positive (TP), If the analyzed event is correctly 
classified as intrusion/malicious; 

  false negative (FN), if the analyzed event is malicious but 
it is classified as normal/innocuous; and  

 true negative (TN), if  the analyzed event is correctly 
classified as normal/innocuous.  

The nemesis of anomaly-based detection has been the false 
positive. A detection system cannot be perfect (even if it uses a 
human expert). It produces false positive (it thinks it has 
detected a malicious event, which in fact is legitimate) and has 
false negative (it fails to detect actual malicious events).Often 
there is a trade-off between the two: when one puts the 
threshold very low to avoid false negative, one often ends up 
with a higher rate of false positive. If a detector has a false 
positive probability of 1%, this does not imply that if it raises a 
flag it will be a false alert only 1% of the time (and 99% 
probability that it detected an actual malicious event). It means 
that when it analyzes random legitimate events 1% of the time 
it will raise a flag. If the detector analysis 10,000 events, it will 
flag 100 legitimate events. If out of the 10,000 events one was 
malicious, it will raise an additional flag, making its total 
101.Out of the 101 events detected, 1 was malicious and 100 
were legitimate. In other words, out of the 101 alerts only one 
is real and 100 out of 101, i.e. more than 99% of the time the 
alert was a false positive. 
 
It is clear that low FP and FN rates, together with high TP 
and TN rates, will result in good efficiency values. 
The main benefit of anomaly-based detection    techniques is 
their potential to detect previously unseen intrusion events. 
However, and despite the likely inaccuracy in formal signature 
specifications, the rate of false positives (or FP), events 
erroneously classified as attacks in anomaly-based systems is 
usually higher due to the ever changing nature of networks, 
applications and exploits. 

 
IX. CONCLUSION 

 
The anomaly based detection is based on defining the network 
behavior. The network behavior is in accordance with the 
predefined behavior, then it is accepted or else it triggers the 
event in the anomaly detection. The accepted network behavior 
is prepared or learned by the specifications of the network 
administrators. The important phase in defining the network 
behavior is the IDS engine capability to cut through the various 
protocols at all levels. The Engine must be able to process the 
protocols and understand its goal. Though this protocol 
analysis is computationally expensive, the benefits it generates 
like increasing the rule set helps in less false positive 
alarms.The enhancement of anomaly detection is defining its 
rule set. The efficiency of the system depends on how well it is 
implemented and tested on all protocols. Rule defining process 

is also affected by various protocols used by various users. 
Apart from these, custom protocols also make rule defining a 
difficult job. For detection to occur correctly, the detailed 
knowledge about the accepted network behavior need to be 
developed. But once the rules are defined and protocol is built 
then anomaly detection systems works well. 
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